
All masked up? 
Make sure your online defences are up too.
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Did you know that cyber criminals are using the current Covid-19 pandemic to trick/lure you into 
sharing sensitive information such as OTP/Passwords?

Read on to know how such cyber criminals may operate and how you can safeguard yourself 
against them.

Phishing

Phishing is a form of fraud committed through fraudulent e-mails that criminals send to trick you 
into clicking on links, opening attachments or asking to divulge private information they should 
not have access to. 

Smishing

In Smishing, criminals use mobile phone text messages to lure you into calling back a fraudulent 
phone number, click links in the message to visit fraudulent websites or push you to download 
malicious content via phone or web to collect private information.

Vishing

Vishing is when fraudsters call, claiming that a fraud has already taken place or may be imminent, 
and try to persuade you to divulge private information. 

In all the above types of fraud, the private information collected may be misused to compromise 
your account.

Safeguard yourself against such frauds

These simple dos and don’ts will go a long way to prevent such frauds:

  Don’t click on any link or open an attachment on an e-mail or SMS you may receive which is 
 unsolicited and/or is received from a dubious or/unknown source

  Don’t completely rely on the caller display on your phone or SMS messages to know the 
 authenticity of the caller/sender. Fraudsters can manipulate the way this information appears

  Don’t transfer any funds unless you know and trust the recipient, or have verified the identity  
 of the recipient. Initiate transfers only if the information comes from a trusted source

  Protect your computer and mobile devices with up-to-date security software

Remember that HSBC and our sta� will never call you and ask for OTP or passwords to be shared 
for any purpose.


